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1
Introduction

In S3-191126 (= S2-1904825), SA3 have recieved an LS from SA2 about the use of EPLMNs with the R16 RACS feature, and the use of EPLMNs in general.

This document discusses the EPLMN topic and proposes a way forward. 

Note: “Equivalent HPLMNs” are a completely different USIM-related feature .
2 
Background 
The equivalent PLMN concept was introduced in R’99 to assist with PLMN reselection between friendly PLMNs (e.g. from the same operator group in adjacent countries).

From 22.011 v16.4.0:

“It shall also be possible to indicate to the UE that a group of PLMNs are equivalent to the registered PLMN regarding PLMN selection, cell selection/re-selection and handover.”
The requirements specifications for EPS (TS 22.278) and 5GS (TS 22.261) add almost no extra requirements related to EPLMNs.
The R’99 and onwards specifications place no limitations on which PLMNs are listed as EPLMNs by a (V)PLMN. 

3
Expansion in specification text relating to EPLMNs since R’99
However, since R’99 (and in particular, since Release 8), stage 2, and stage 3 specifications have added quite a lot functionality that includes phrases about EPLMNs. 
The rationale and requirements for this expansion in usage of EPLMNs are unclear but are thought to stem from the introduction of the Tracking Area List concept in the stage 2 release 8 EPS and the subsequent stage 3 message encoding of the TAI List that allowed it to include TAs of more than one PLMN. 
When a TAI list includes more than one PLMN, the network needs to provide the other PLMNs in the list of EPLMNs in the Attach/TAU/Registration Accept message. As no TAU/Registration update Request is sent when the UE is moving between TAs in the TAI List, it is necessary that the network’s functionality is common across the TAI List. 

This need for common functionality within the TA list seems to have triggered the stage 3 specifications to frequently include requirements on EPLMNs.

When using a TAI list with multiple PLMN IDs in it, a common core network node has to serve that area (but not necessarily the rest of the EPLMN area). When the UE leaves that TAI List, it will preform a TAU/registration update, and – in most cases – the Accept message is required to renew all UE settings, i.e. almost no functionality from the old TAI List area is carried across automatically into the new TAI List area. This limits the scope for a “source” VPLMN to ‘inject’ bad behaviour into a “target PLMN” by inadvertently or maliciously signalling that Target PLMNs’ ID within the EPLMN list sent by the source PLMN.

However, some functionality can cross over from Source PLMN to Target PLMN when the Target has been included as an EPLMN by the source PLMN. Annex A to this document reviews some existing major 3GPP specifications to identify what of the current EPLMN specifications permit inter-PLMN contamination.
4
RACs and EPLMNs

While RACS is an R16 feature, the majority of its benefits can be delivered with pre-release 16 EPS and 5GS UEs.

The main advantage of using Release 16, RACS capable UEs is that when they are switched on, they need only send a short (e.g. 10 byte) UE Capability ID to the network instead of their full (e.g. > 16 kbyte) UE Radio Access Capabilities. 
In order to avoid high signalling load at e.g. major hub airports, Release 16 RACS also requires the UE to store at least 16 sets of “UE Capability ID and the allocating PLMN ID”.

This leads to the long term (near permanent) storage of the UE Capability ID in the UE.

Within SA2, there is disagreement over whether one PLMN can allocate a UE Capability ID for use in an EPLMN.
The only known advantage of allowing a PLMN to allocate the UE Capability ID for use in an EPLMN is that, in the rare case of 2 fully co-operating PLMNs that are using all the same frequency bands (and band combinations), the UE would send the full UE Radio Capabilities once across the radio interface instead of twice. 

As this advantage is very small, Vodafone believe that the inclusion of usage of the UE Capability ID in the EPLMN opens up unnecessary risks (from known and unknown threats) and hence shall not be done. 

5
EPLMNs and threats within existing functionality
While it would seem safer for much of the existing EPLMN specifications to be replaced by text referring just to the rPLMN plus the TAs included in the TAI list, the only significant concern would be on the “back off” timer applicability in EPLMNs.
Vodafone suggest that SA 3 consult with CT 1 with regard to the duration that these timers can run in the EPLMNs (e.g. is there maximum duration only 31 minutes, or, is it up to 413 days?)
6
Proposals
It is proposed that SA3 study these issues and

a) Inform SA 2 that the UE Capability ID shall not be associated with an EPLMN.
b) SA 3 liaise with CT 1 to understand the rationale for the making features applicable to EPLMNs (rather than just for the registered PLMN + TAI list) 

c) SA3 liaise with CT 1 to understand what are the maximum values for back off timers that can be sent by the registered PLMN and that are applicable to the whole of the EPLMN(s).

Annex A: Review of existing specification text on EPLMNs

A.1
General

In this annex, text from the specification is included in italics and comments and assessment is in normal font.
A.2
Requirements Specifications
For 5GS, in TS 22.261, clause 6.22 on Unified Access Control there is some limited usage of EPLMNs for the Multimedia Priority Service. This seems unlikely to cause significant harm – it might incorrectly prioritise an initial registration request in the RAN, but the subsequent AMF response should resove the issue.
For EPS, from TS 22.278 v15.4.0:

7.1.6
Steering of access

/…/
The HPLMN may also provide the UE with a list of preferred access technologies in priority order for use in the RPLMN. Only one list of preferred access technologies can be active at a time and the list provided by the RPLMN takes precedence over the list provided by the HPLMN. The list of preferred access technologies received from the VPLMN is specific to that VPLMN and PLMNs equivalent to it.
/…./
7.1.7.2
Roaming in a VPLMN not supporting CS fallback

When a UE that is configured to use CS fallback registers over E-UTRAN in a VPLMN not supporting CS fallback the default behaviour of the UE is to attempt to select a GERAN/UTRAN/1xRTT CS radio access technology in the VPLMN or in a PLMN equivalent to the VPLMN. The default behaviour of the UE is not to autonomously attempt to (re-)select the E-UTRAN for the duration of the time the UE stays in a VPLMN and PLMNs equivalent to the VPLMN.

The default behaviour may be changed based on user preference settings.

The UE may offer the user to perform a PLMN scan and display the list of available PLMNs. The selection of a different PLMN is performed using the manual mode.

The impact of a VPLMN misconfiguring these 2 EPS features in an EPLMN need further analysis.

A.3
EPC stage 2 Features mentioning EPLMN

Review of TS 23.401:
a) MM back off timer (TS 23.401 clause 4.3.7.4.2.4)

While this is specified to run in an EPLMN, it can be cleared by selection of a non-EPLMN (and possibly by power cycling the device). However a VPLMN could list all of the PLMNs in another country as EPLMNs and hence power cycling might not be sufficient.
b) Handover Restriction List (4.3.11)

This is network internal.

c) Coverage Enhancement Restriction

The author believes that this is cleared unless repeated in every TAU accept. 

d) Attach with IMSI
This is not a major issue as inter-PLMN mobility normally leads to TAU failure followed by “Attache with IMSI”.
e) Inter PLMN handover to CSG in ePLMN.

This is not an issue.

A.4 
5GCore stage 2 features mentioning EPLMNs

A.4.1 TS 23.501

23.501 rel 16, v 16.0.1 searched on “equivalent”, “EPLMN” and “E-PLMN”
a) Non-3GPP and 3GPP access have separate EPLMN lists – this should not matter.
b) 5.3.3.2.5 RRC Inactive

“If the UE resumes the connection in a different NG-RAN node within the same PLMN or equivalent PLMN, the UE AS context is retrieved from the old NG-RAN node and a procedure is triggered towards the CN (see TS 23.502 [3], clause 4.8.2).”

An incorrect EPLMN list will just lead to the UE attempting “Resume” rather than “registration” in the new cell. The Resume procedure’s context retrieval procedure will fail and the generic “NAS recovery” 5GC-Registration procedure will be launched. This leads to re-authentication, etc, and the UE returning to normal service.

c) 5.3.4.1.2
Management of Service Area Restrictions
“If the Service Area Restrictions included an unlimited allowed area, the received Service Area Restrictions are applicable for the registered PLMN and its equivalent PLMN(s) that are available in the Registration Area.”

This use seems to be limited to the geographic area of the rPLMN plus the TAI list. 
d) 5.17.2.3
Interworking Procedures without N26 interface

“This indication is valid for the entire Registered PLMN and for PLMNs equivalent to the Registered PLMN that are available in the Registration Area”
This use seems to be limited to the geographic area of the rPLMN plus the TAI list.
e) 5.18.2a
PLMN list handling for network sharing

“The AMF prepares lists of PLMN IDs suitable as target PLMNs for use at idle mode cell (re)selection and for use at handover and RRC Connection Release with redirection. The AMF:

-
provides the UE with the list of PLMNs that the UE shall consider as Equivalent to the serving PLMN (see TS 23.122 [17]); and

-
provides the NG-RAN with a prioritised list of permitted PLMNs. When prioritising these PLMNs, the AMF may consider the following information: HPLMN of the UE, the serving PLMN, a preferred target PLMN (e.g. based on last used EPS PLMN), or the policies of the operator(s).”
This is normal “release 99” EPLMN behaviour (although network sharing frequently avoids the need to use EPLMNs).
f) 5.19.7.2
General NAS level congestion control
“The back-off timer is stopped as defined in TS 24.501 [47] when a new PLMN that is not an equivalent PLMN is accessed.”
It is not clear why the backoff timer should apply to EPLMNs (other than the TAIs included in any multi-PLMN TAI list).

g) 5.25.1
Support of Tracing: Signalling Based Activation/Deactivation of Tracing

“NOTE 2:
Trace Requirements are not delivered between V-SMF and H-SMF or not provided by the UDM to an AMF / SMF / SMSF of a non-equivalent (H)PLMN.”

Trace is not UE impacting.

h) 5.31.12
Restriction of use of Enhanced Coverage
“The UE shall assume that restriction for use of Enhanced Coverage is the same in the equivalent PLMNs.”

This R16 addition ought to be changed to restrict to the TAIs in the TA List. The coverage restriction is probably cleared at successful registration.
A4.2
23.502 v16.0.1
a) 4.2.2.2.2
General Registration

“
When the UE is performing an Initial Registration the UE shall indicate its UE identity in the Registration Request message as follows, listed in decreasing order of preference:

-
a native 5G-GUTI assigned by the which the UE is attempting to register, if available;

-
a native 5G-GUTI assigned by an equivalent PLMN to the PLMN to which the UE is attempting to register, if available;

-
a native 5G-GUTI assigned by any other PLMN, if available.

NOTE 2:
This can also be a 5G-GUTIs assigned via another access type.

-
Otherwise, the UE shall include its SUCI in the Registration Request as defined in TS 33.501 [15]. “

A maliciously/inadvertently assigned 5G-GUTI+EPLMN will lead to an integrity check failure on the Initial registration message. The new AMF will then run the authentication procedure and the UE will rapidly regain service.
Step 21 of this procedure just describes when the EPLMN list is allocated and that its use is described in TS 24.501.

b) 4.11.1.2.2.3
Execution phase (EPS to 5GS handover)

This is network controlled handover, so the registration procedure in Step 12 should not be a problem.

c) 4.11.2.3
EPS to 5GS Mobility (no N26)
This is basically idle mode mobility and leads to the registration procedure (similar to bullet ‘a’ above).

d) 5.2.3.3
Nudm_SubscriberDataManagement (SDM) Service

Subscriber Tracing is limited to the HPLMN +EPLMNs. This is internal network functionality and not visible to the UE.
A.5
EPC stage 3 Features mentioning EPLMN
This is expected to be a subset of the features in 5GS stage 3. Lack of time has prevented a more detailed review.

A.5 
5GC stage 3 Features mentioning EPLMN

Stage 3 24.501 v16.0.2 Searched on “equiva” “EPLMN” “E-PLMN”

a) 4.5.2
Determination of the access identities and access category associated with a request for access
“The set of the access identities applicable for the request is determined by the UE in the following way:

a) for each of the access identities 1, 2, 11, 12, 13, 14 and 15 in table 4.5.2.1, the UE shall check whether the access identity is applicable in the selected PLMN, if a new PLMN is selected, or otherwise if it is applicable in the RPLMN or equivalent PLMN; and”
Any extra use of EPLMNs seems to elevate the UE into also being in access identity (class) 1and/or 2.

This relates to Annex C “Storage of 5GMM information”. No severe threat detected.
“The MPS indicator is stored together with a PLMN identity of the PLMN that provided it, and is valid in that RPLMN or equivalent PLMN.
….

Operator-defined access category definitions are stored together with a PLMN identity of the PLMN that provided them, and is valid in that PLMN or equivalent PLMN.”
b) 4.5.3 Operator-defined access categories
When the UE selects a new PLMN which is not equivalent to the previously selected PLMN, the UE shall stop using the operator-defined access category definitions stored for the previously selected PLMN and should keep the operator-defined access category definitions stored for the previously selected PLMN.

NOTE 2:
When the UE selects a new PLMN which is not equivalent to the previously selected PLMN, the UE can delete the operator-defined access category definitions stored for the previously selected PLMN e.g. if there is no storage space in the UE.
This does not seem to be a problem – but it is not clear why the categories include EPLMNs.

c) 4.6
Network slicing / 4.6.1
General
“If the registration area contains TAIs belonging to different PLMNs, which are equivalent PLMNs, the allowed NSSAI and the rejected NSSAI for the current registration area are applicable to these PLMNs in this registration area.”

This use seems to be limited to the geographic area of the rPLMN plus the TAI list.
d) 4.8.3
Dual-registration mode

“If both 5GMM and EMM are enabled, a UE, operating in the dual-registration mode shall maintain independent contexts for 5GMM and EMM and this includes independent lists of equivalent PLMNs. Coordination between 5GMM and EMM is not needed, except as specified in the present subclause.

a)
A UE operating in the dual-registration mode may register to N1 mode only, S1 mode only, or to both N1 mode and S1 mode.

b)
When the UE decides to operate in dual-registration mode (see subclause 5.5.1.2.4), NAS informs the lower layers about this.

c)
If a UE is registered in N1 mode only, then for registration in S1 mode it shall use the same PLMN to which it is registered in N1 mode or an equivalent PLMN.

d)
If a UE is registered in S1 mode only, then for registration in N1 mode it shall use the same PLMN to which it is registered in S1 mode or an equivalent PLMN.

NOTE 1:
It is up to UE implementation how to handle the case when the UE is registered in both N1 mode and S1 mode and the PLMNs to which the UE is registered, are not equivalent, e.g. search for a PLMN which is the same or equivalent to any of the registered ones.”
The need for EPLMNs here is not obvious…
e) 4.9.2
Disabling and re-enabling of UE's N1 mode capability for 3GPP access

“When the UE is disabling the N1 mode capability for 3GPP access, it should proceed as follows:

a)
select an E-UTRA cell connected to EPC of the registered PLMN or a PLMN from the list of equivalent PLMNs, if the UE supports S1 mode; 
b)
if an E-UTRA cell connected to EPC of the registered PLMN or a PLMN from the list of equivalent PLMNs cannot be found or the UE does not support S1 mode, the UE may select another RAT of the registered PLMN or a PLMN from the list of equivalent PLMNs that the UE supports;

c)
if another RAT of the registered PLMN or a PLMN from the list of equivalent PLMNs cannot be found, or the UE does not have a registered PLMN, then enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and perform PLMN selection as specified in 3GPP TS 23.122 [5]. As an implementation option, if the UE does not have a registered PLMN, instead of performing PLMN selection, the UE may select another RAT of the selected PLMN if the UE has chosen a PLMN and the RAT is supported by the UE; or”

This is normal, logical behaviour.
f) 5.2.2.3.3
ATTEMPTING-REGISTRATION

“The UE in 3GPP access:

a)
shall initiate an initial registration procedure on the expiry of timers T3502, T3511 or T3346;

b)
may initiate an initial registration procedure for emergency services even if timer T3346 is running;

c)
shall initiate an initial registration procedure when entering a new PLMN, if timer T3346 is running and the new PLMN is not equivalent to the PLMN where the UE started timer T3346, the PLMN identity of the new cell is not in the forbidden PLMN lists and the tracking area is not in one of the lists of 5GS forbidden tracking areas;”
T3346 is specified in TS 24.008 clause 4.1.1.7 “Handling of NAS level mobility management congestion control”

While the text in 24.501 bullet c, above, is incomprehensible to the author, it probably means that a PLMN (PLMN=X) can stop the UE accessing a PLMN (PLMN=Y) by including a large T3346 value in a NAS message sent over PLMN X, AND, by listing PLMN Y as an EPLMN of PLMN X.

This functionality is bad, but can be cleared by manual selection of another PLMN (although the attacking PLMN could list all the PLMNs of the victim country as EPLMNs).

In TS 24.008 T3346 the max value is 3.1 hours – and 5GC TS 24.501 refers to TS 24.008 and keeps the max value range to 3.1 hours.
In 5GC, T3346 is sent in Registration Reject; Deregistration Request (sent by the network); and Service Reject -> the latter two can cause it to get applied to the EPLMNs (as Registration Reject doesn’t carry a TAI list or EPLMN list)
“The UE in non-3GPP access:

a)
shall initiate an initial registration procedure on the expiry of timers T3502, T3511 or T3346;

b)
may initiate an initial registration procedure for emergency services even if timer T3346 is running;

c)
shall initiate an initial registration procedure when entering a new PLMN, if timer T3346 is running and the new PLMN is not equivalent to the PLMN where the UE started timer T3346; and
d)
shall initiate an initial registration procedure if the 5GS update status is set to 5U2 NOT UPDATED, and timers T3511, T3502 and T3346 are not running.”
From that same section for non-3GPP access, the text in bullet c is really rather wrong – but its intention is a bit clearer. 

g) 5.2.3.2.3
ATTEMPTING-REGISTRATION-UPDATE
Similar to above.
h) 5.3.1.4
5GMM-CONNECTED mode with RRC inactive indication
“The UE shall trigger a transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE mode upon selection of a PLMN that is not an equivalent PLMN to the registered PLMN. The UE shall not trigger a transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE mode upon entering a new PLMN which is in the list of equivalent PLMNs.”
At the radio level, the UE can move across to an EPLMN in RRC-Inactive, but, as soon as the UE leaves the TAI list, it will enter RRC-active to do a TAU.
i) 5.3.5
Service area restrictions

Service area restrictions are applicable only to 3GPP access.

The service area restrictions consist of tracking areas forming either an allowed area, or a non-allowed area. The tracking areas belong to either the registered PLMN or its equivalent PLMNs in the registration area. The allowed area can contain up to 16 tracking areas or include all tracking areas in the registered PLMN and its equivalent PLMN(s) in the registration area. The non-allowed area can contain up to 16 tracking areas. The network conveys the service area restrictions to the UE by including either an allowed area, or a non-allowed area, but not both, in the Service area list IE of a REGISTRATION ACCEPT message or a CONFIGURATION UPDATE COMMAND message.

If the network does not convey the service area restrictions to the UE in the Service area list IE of a REGISTRATION ACCEPT message, the UE shall treat all tracking areas in the registered PLMN and its equivalent PLMN(s) in the registration area as allowed area and delete the stored list of "allowed tracking areas" or the stored list of "non-allowed tracking areas"

When the UE receives a Service area list IE with an allowed area indication during a registration procedure or a generic UE configuration update procedure:

a)
if the "Type of list" included in the Service area list IE does not indicate "all TAIs belonging to all PLMNs in the registration area are allowed area", the UE shall delete the old list of "allowed tracking areas" and store the tracking areas in the allowed area as the list of "allowed tracking areas". If the UE has a stored list of "non-allowed tracking areas", the UE shall delete that list; or

b)
if the "Type of list" included in the Service area list IE indicates "all TAIs belonging to all PLMNs in the registration area are allowed area", the UE shall treat all tracking areas in the registered PLMN and its equivalent PLMN(s) as allowed area and delete the stored list of "allowed tracking areas" or the stored list of "non-allowed tracking areas".

This seems OK.
j) 5.3.8
Handling of timer T3502

The value of timer T3502 can be sent by the network to the UE in the REGISTRATION ACCEPT message. The UE shall apply this value in all tracking areas of the registration area assigned to the UE, until a new value is received.
The value of timer T3502 can be sent by the network to the UE in the REGISTRATION REJECT message during the initial registration. If a REGISTRATION REJECT message including timer T3502 value was received integrity protected, the UE shall apply this value until a new value is received with integrity protection or a new PLMN is selected. Otherwise, the default value of this timer is used.

The default value of this timer is also used by the UE in the following cases:
a)
REGISTRATION ACCEPT message is received without a value specified;

b)
the UE does not have a stored value for this timer; or

c)
a new PLMN which is not in the list of equivalent PLMNs has been entered, the registration procedure fails, the registration attempt counter is equal to 5 and no REGISTRATION REJECT message was received from the new PLMN.
T3502 has 12 minute default value, but when signalled it can go upto 3.1 hours. Its value seems to be able to be sent in the Registration Accept message, so it could get applied to EPLMNs.
k) 5.3.14
List of equivalent PLMNs

The UE shall store a list of equivalent PLMNs. These PLMNs shall be regarded by the UE as equivalent to each other for PLMN selection and cell selection/re-selection. The same list is used by 5GMM, EMM, GMM and MM (see 3GPP TS 24.301 [15] and 3GPP TS 24.008 [12]) except for the case when the UE operates in dual-registration mode (see subclause 4.8.3).

The UE shall update or delete this list at the end of each registration procedure. The stored list consists of a list of equivalent PLMNs as downloaded by the network plus the PLMN code of the registered PLMN that downloaded the list. When the UE is switched off, the UE shall keep the stored list so that it can be used for PLMN selection after switch on. The UE shall delete the stored list if the USIM is removed or when the UE registered for emergency services enters the state 5GMM-DEREGISTERED. The maximum number of possible entries in the stored list is 16.
This seems to be the original intent of EPLMNs… It is not clear why stage 3 has extended it to many other use cases.

l) 5.5.1.2.4
Initial registration accepted by the network
a)The UE supporting S1 mode shall operate in the mode for interworking with EPS as follows:

b)
if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 interface not supported", the UE shall operate in single-registration mode;

c) if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 interface supported" and the UE supports dual-registration mode, the UE may operate in dual-registration mode; or

NOTE 3:
The registration mode used by the UE is implementation dependent.

if the IWK N26 bit in the 5GS network feature support IE is set to "interworking without N26 interface supported" and the UE only supports single-registration mode, the UE shall operate in single-registration mode.The UE shall treat the received interworking without N26 interface indicator for interworking with EPS as valid in the entire PLMN and its equivalent PLMN(s).
Probably not dangerous as this would get cleared at first registration into the real network?

m) Many routine uses of equivalent covered above
n) 6.2.12
Handling of network rejection not due to congestion control
The network may additionally indicate in the re-attempt indicator that a command to back-off is applicable not only for the PLMN in which the UE received the 5GS session management reject message, but for each PLMN included in the equivalent PLMN list at the time when the 5GS session management reject message was received.
This relates to an unspecified timer in session mgmt. reject.
o) 6.4.1.3
UE-requested PDU session establishment procedure accepted by the network

If the UE requests the PDU session type "IPv4v6", receives the selected PDU session type set to "IPv4" and the 5GSM cause value #50 "PDU session type IPv4 only allowed", the UE shall not subsequently request another PDU session for "IPv6" using the UE-requested PDU session establishment procedure to the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI associated with (if available in roaming scenarios) a mapped S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE) and the PDU session type "IPv6" until:

-
the UE is registered to a new PLMN which is not in the list of equivalent PLMNs;

Probably inter-PLMN TAU would fail in any attack case, so this should not block v6 or (subsequent text) v4  significantly? Need to check more as to whether this cause survives detach/attach (as it is a SM cause not an MM one)
But the timer is GRPS Timer 3

See subclause 10.5.7.4a in 3GPP TS 24.008 [12]. – which (if sent integrity protected can take a value up to 413 DAYS) ( BUT NOTE 1 in TS 24.008 implies that the big timer values can’t be used for this message ( more analysis needed.
p) 6.4.1.4
UE requested PDU session establishment procedure not accepted by the network

If the Back-off timer value IE is included and the 5GSM cause value is different from #26 "insufficient resources", #28 "unknown PDU session type", #46 "out of LADN service area", "#50 "PDU session type IPv4 only allowed", #51 "PDU session type IPv6 only allowed", #54 "PDU session does not exist", #67 "insufficient resources for specific slice and DNN", #68 "not supported SSC mode", and #69 "insufficient resources for specific slice", the network may include the Re-attempt indicator IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in the PLMN for the same DNN in S1 mode, and whether another attempt in S1 mode or in N1 mode is allowed in an equivalent PLMN.
If the 5GSM cause value is #50 "PDU session type IPv4 only allowed" or #51 "PDU session type IPv6 only allowed", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDU session establishment procedure in an equivalent PLMN in N1 mode using the same PDU session type for the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE).
Indicates that the reject can be applied to EPLMNs. 

q) 6.4.1.4.3
Handling of network rejection not due to congestion control

Furthermore, as an implementation option, for the 5GSM cause value #8 "operator determined barring", #32 "service option not supported" or #33 "requested service option not subscribed", if the network does not include a Re-attempt indicator IE, the UE may decide not to automatically send another PDU SESSION ESTABLISHMENT REQUEST message for the same combination of [PLMN, DNN, S-NSSAI], [PLMN, DNN, no S-NSSAI], [PLMN, no DNN, S-NSSAI], or [PLMN, no DNN, no S-NSSAI] using the same PDU session type if the UE is registered to a new PLMN which is in the list of equivalent PLMNs.

/…/

c)
if the network includes the Re-attempt indicator IE indicating that re-attempt in an equivalent PLMN is not allowed, then depending on the timer value received in the Back-off timer value IE, for each combination of a PLMN from the equivalent PLMN list and the respective [DNN, S-NSSAI], [DNN, no S-NSSAI], [no DNN, S- NSSAI], or [no DNN, no S-NSSAI] combination, the UE shall start a back-off timer for the PDU session establishment procedure with the value provided by the network, or deactivate the respective back-off timer as follows:

1)
if the Re-attempt indicator IE additionally indicates that re-attempt in S1 mode is allowed, the UE shall start or deactivate the back-off timer for N1 mode only; and

         2)
otherwise, the UE shall start or deactivate the back-off timer for S1 and N1 mode.
r) 9.11.4.17
Re-attempt indicator

The purpose of the Re-attempt indicator information element is to indicate a condition under which the UE is allowed in the current PLMN for the same DNN, to re-attempt a session management procedure (see 3GPP TS 24.301 [15]) corresponding to the 5GS session management procedure which was rejected by the network.
The Re-attempt indicator information element is coded as shown in figure 9.11.4.17.1 and table 9.11.4.17.1.

The Re-attempt indicator is a type 4 information element with a length of 3 octets.
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	0
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Figure 9.11.4.17.1: Re-attempt indicator
Table 9.11.4.17.1: Re-attempt indicator
	RATC (octet 3, bit 1)

	Bit

	1
	

	0
	UE is allowed to re-attempt the procedure in S1 mode

	1
	UE is not allowed to re-attempt the procedure in S1 mode

	

	EPLMNC (octet 3, bit 2)

	Bit

	2
	

	0
	UE is allowed to re-attempt the procedure in an equivalent PLMN

	1
	UE is not allowed to re-attempt the procedure in an equivalent PLMN

	

	Bits 3 to 8 of octet 3 are spare and shall be encoded as zero.


********* end **********


